NPOTUBOJENUCTBUE JIPONMNEPCTBY

Mou pUHaHCBI

MutHGMH H
Poccum -

Kak nonb3oBaTtbcs LncppoBbIMU
cbmHaHcoBbIMM yciyramm 6e3omnacHo

Kateropuuecku Henb3a:

Cosepwate CMC-nnatexu Ha KOpoTK1Me HoMepa Ans onnatbl
WHTEPHET-YCNYT 1 NepeBOAO0B HeENPOBePeHHbIM nony4yarenam

(a AeTAM M NOXWNbIM POACTBEHHWKAM CTOMT BOBCE
3a610KUpOBaTh Ha AeBalcax BO3MOXHOCTb NEPeBOA0B
Ha Takne Homepa NMBo NOAKNIYNUTE ONMUMID 0400peHNs
nnaTexei).

CoxpaHaTk Naponu, NM4YHbLIe AaHHbIe, HOMepa W apyrue
PEKBU3UTLI MNK (hoTorpahu OaHKOBCKUX KapT
B OHNaiH-cepBu1cax Ui B MOGWIEHOM YCTROWCTBE.

ons ofAamel

nepeltidume fo ccbinke -
PeaI’VIpDBaTb Ha COOGLLLEHMﬂ OT BaHka UNK nnaTexHon
opraHnzauumn, npegnararouwme CpoYHO CHATb Hanu4vHble
MNW NepeBecTU AeHbLIN Ha «6e30MNacHbIi CUeT».

omrpaseme
saw CVV kod

CoBepluaTh GHNaWH-NNaTEXW, NOAKNIOUNBLIKUCE K OTKPbITLIM
Toukam goctyna WI-Fl (BBeaeHHana npu TakoM BbIxoae

B OHNaliH nnaTexHas MHopMaums MOXeT cTaTte
oBWeaoCTYNHOWN).

MepepaBaTb 6aHKOBCKYIO KAPTy NOCTOPOHHKM:

ee PeKBU3UTLI (HOMep KapTbl, CPOK ASACTBUSA, UMA
Bnagensua, CVV/CVC-kopn) MoryT 6bITb UCNONb30BaHbI
MOLUEHHWKaMWN ANA MHTEePHET-NNaTexa uin onnaTtel NOKyMnok.

OcTaBNATb HEe3aBEPLUEHHBLIMUW NNaTEeXHbIe
OHnaiiH-onepaumn. Ecnv Bel nepegymanu onnayusarte,
HYXXHO YAanWTb faHHbIe NNaTeXHOW KapThl.

MepexoanTb B MeCCeHaXepbl U3 arperaTopoB YacTHbIX
0O BABNEHUA ANS AanbHERWero obCcyxaAeHua aetanen
Kynnn-npoaaxmu B 4acTHom nopsaake. NepesoanTb
npe,qonnaTy 3a TOBap He3HaKOMbIM NO4AM

M nepenaeaTtb AaHHble CBOER nnatexHom kaptel: CVV/CV
C-kop, koa n3 CMC vnu push-yBenomneHumii.
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Kak nonb3oBatbcH 4UnucppoBbiMHU
comHaHcoBbIMUM ycnyramm 6e3onacHo

Kak genatb npaBuibHO?

CoTpyaHuk 6aHka

He nMeeT npaBa
3anpawmnBaTtb HOMEpP
BalLlen KapThbl,
TPEX3HAYHbIVM HOMED

C O6paTHOM CTOPOHbI
kapTbl (CVV / CVC-kop)
NN KOA-NOATBEPXAEHUS
n3 CMC.

Bbankn HUKOI'OA
3TOro He genakoT

Ans oTcnexuBaHusa ABUXEHUS CPEACTB MO CHETY HY>XXHO
nogkntoynte CMC nnun push-yBegomMmneHus no UCNonb3yemon
6aHKOBCKOW KapTe U 3/1eKTPOHHOMY KOLUE/bKY

(BHUMaHMe: 3Ta ycnyra MoxXeT OblTb NNaTHOW).

CoBeplLuaTth NOKYMNKN B MHTEPHETE C MOMOLLIbIO OTAENbHOM
nebeToBOIi 6aHKOBCKO KapThbl (He 3apnnaTHoi unu Toi, rae
XPaHATCA BCe AOCTYNHble CPeaCcTBa).

CoBepLluaTtb OHMalH-NOKYMKK TONIbKO Ha NPOBEPEHHbIX caiTax
1 TONbKO yOeaBLNCHL NPeaBapuUTeNbHO, YTO CalT noaaepxueaeT
npotokon 3D-Secure (agpec HaumHaeTcsa ¢ 6yks https, a He http).

HukKomy He roBopuTh, He 3anucbiBaTb N NPUKPbLIBaTb PYKOW Npu
BBO/AE B 6aHKOMaTe unm 6aHKOBCKOM TepmuHane NH-kon ceoein
6aHKOBCKOW KapTbl.

Mpu nonb3oBaHMM GaHKOMATOM NPOSABASATE OCTOPOXHOCTb,
o6pallate BHYMaHUe Ha MOCTOPOHHUX BOKPYT, Ha MOAO3pUTEIbHbIE
YCTPOICTBA 1 HakNagku B Mectax Beoaa NMNH-koaa n kapTbl.

He ponyckaTb NOCTOPOHHKX K GAHKOBCKOW KapTe, 3/IeKTPOHHOMY
KOLLENbKY, MOGUNILHOMY TeneOoHY, IMYHOMY KOMMbIOTEPY

N He OCTaBNATb OTKPbITbIM 6aHKOBCKOE / NNaTexHoe npunoxeHue
nocne CoBepLUeHNs onepaLuii.

Mcnonb3oBath CNOXHbIE U pa3Hble Naponn, PErynsipHoO UX MEHsTb,
HUKOMY He coobLLaTh U HUKOrAa He nepecbinaTb

Nno 3NeKTPOHHOI noute, B CMC 1 mecceHpxepax. ViaeansHblii
naposb — aCCOLtMaTMBHbIVI, KOTOpblVI MOXHO He 3anucbiBaTtb.

Ecnn ecTb onaceHus 3abbiTb Naposb — 3anncbiBaTb

B OyMaXHbli 6/TOKHOT, HO B 3alLMPPOBAHHOM BUae.

HesameanurenbHo coobuwarte B 6aHK UM NAaTexHyo
opraHusaumio o notTepe KapTbl U B31OME KoLUenbKa.

ﬂpm CKa4ynBaHuM nporpamMmbl NpPoBepPATb, HACTOALLAA 1M OHa.
MoweHHunkam yOoaeTcHd pa3MellaTb gaxe B HageXHbIX MarasnHax
NPUNOXEHWUH NPOrpaMMbl, MaCKMPYIOLMECH MO rocyfapCTBEHHbIe
CEepPBUCHI NN NHBECTULIMOHHbBIE NHCTPYMEHTbI FOCKOMNaHwuii. Ecnu
pa3paboTUmK NPUNOXKEHUSA COMHUTENIEH — HE CTOUT 3arpyxaTtb ero.

PerynapHo yaansate MHOPMaLMIO O Niatexax C MOMOLLBIO OYUCTKU
G6ychepa daiinos (cache) n daiinoB coxpaHeHUs AaHHbIX (cookies).

YcTaHaBnMBaTh IMLEH3NOHHbLIE aHTUBUPYCHBIE NPOrpaMMmbl Ha BCe
ragketol (TenedgoHbl, KOMMNbIOTEPbI, NIaHLWEeTbI).




